[IN CONFIDENCE RELEASE EXTERNAL]

250IA1751

Inland Revenue
Te Tari Taake

07 February 2025

Dear

Thank you for your requests made under the Official Information Act 1982 (OIA), received on
26 November 2024.

I note that it appears to contain an internal contradiction. On the one, it states

"For the 2023/24 financial year, 231 privacy breaches were recorded. *Most recorded
breaches were minimal or minor. This means a small number of people were affected,
with little or no potential or actual harm and little or no indication of systemic problems.
For instance, emails or letters sent to the wrong customer and customers being linked
incorrectly in Inland Revenue’s database. There were no reports into any privacy issues."”

"Every privacy breach is fully assessed and managed. If relevant, further actions may be
taken as a result such as feedback or training for the staff member involved or
preventative measures put in place. There have been no formal reviews into any recent
privacy breaches outside of this process."”

This indicates the IRD has assessed the nature of the breaches, how many people were
affected and what actions were taken.

On the other, IRD has indicated it cannot ascertain the answers to the very same
guestions asked.

"I am refusing your request for; what data was disclosed, what actions were taken as a
result, and how many New Zealanders had their data shared, for each data breach for
the last 5 financial years under section 18(f) of the OIA, as the information cannot be
made available without substantial collation or research. We do not hold this information
in a way that enables it to be readily retrieved, and this would require significant time
and resources to collate.”

Q1: How can IRD know that a small number of people were affected, what the breaches
were, and so on, if it cannot readily retrieve this information?

Q2: IRD ijssued a similar statement (paragraph beginning and ending with a *) for the
2022/2023 year. Again, how cannot respond with such an assurance without knowing
the facts of each case?
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Q3: In addition, have those NZr's who have been at the end of a privacy breach been
told and who is keeping track for quality assurance purposes that this is being done if
there is no central system for logging breaches.

Questions 1 and 2

Inland Revenue records all privacy breaches and potential privacy breaches. For the past three
years, these have been recorded in a central database and prior to this the incidents were
recorded in a stand-alone database that is no longer supported. All incidents are logged,
reviewed and assessed. The record contains a summary of the incident, which will include
customer name, IRD number and often contact details and the identity of the staff member
involved.

In your previous OIA request (reference 250IA1661) you asked us to confirm how many data
breaches had been recorded over the past five years, what data was disclosed, whether a review
was commenced, and actions taken as a result. We referred you to publicly available information
about the number of breaches and confirmed all incidents are reviewed and actions taken as
necessary.

To provide specific details of the last five years of recorded breaches including what data was
disclosed and actions taken as a result would require us to collate and review more than 580
incidents. We would have to remove all identifying information about the customers affected to
ensure we did not disclose their information and review each incident to determine if disclosure
would adversely affect the integrity of the tax system. The collation and removal of sensitive
revenue information from more than 580 records would require significant time and resources.

However, we can provide you with information about the general nature of privacy breaches that
have been reported. Most breaches fall into the following categories:

e Phone - information is disclosed over the phone without proper authority. This accounted
for 40% of the reported privacy breaches in 2024 and 26% in 2023. This may occur when
the caller is not correctly validated, is not a nominated person for the taxpayer,
impersonates a family member, or a parent is given the IRD number of their child who is
over the age of 16.

e Web message (a direct message securely sent via myIR) - content of a web message is
about the wrong customer, or an incorrect document is attached to the message. This
accounted for approximately 30% of reported breaches in the past three years.

e Letter - information is disclosed in a letter. This accounted for 29% of reported breaches
in 2022 and has been declining since (14% in 2023 and 12% in 2024). This may occur
when the wrong person is linked to a customer’s account and they receive a letter naming
that individual, or when a deduction notice is sent to a previous employer.

Inland Revenue responds to millions of customer interactions each year. In 2024, we answered
1.4 million phone calls, and responded to 1.4 million digital messages, and 200,000 paper
correspondence and visits to our front of house locations. Privacy breaches are a small proportion
of those interactions (1.5% last year and less than 1% in the previous two years).
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Question 3

As noted above, Inland Revenue does have a central system where all reported breaches and
potential breaches are logged and managed by the Complaints Management team. Customers
will be informed if a privacy breach is identified as a notifiable breach. Section 112 of the Privacy
Act 2020 defines a notifiable breach as a privacy breach that it is reasonable to believe has
caused serious harm to an affected individual or individuals or is likely to do so. Section 113
then sets out factors that must be considered when assessing whether a privacy breach is likely
to cause serious harm.

Publishing of OIA response

We intend to publish our response to your request on Inland Revenue’s website (ird.govt.nz) as
this information may be of interest to other members of the public. This letter, with your personal
details removed, may be published in its entirety. Publishing responses increases the availability
of information to the public and is consistent with the OIA's purpose of enabling more effective
participation in the making and administration of laws and policies and promoting the
accountability of officials.

Thank you again for your request.

Yours sincerely

Pip Knight
Service Leader, Marketing and Communications
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